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PART I

Special Note Regarding Forward-Looking Statements

This Annual Report on Form 10-K contains forward-looking statements, within the meaning of Section 27A of the
Securities Act of 1933, or the Securities Act, and Section 21E of the Securities Exchange Act of 1934, or the
Exchange Act, regarding our plans, objectives, expectations, intentions, future financial performance, future financial
condition, and other statements that are not historical facts. You can identify these statements by our use of the future
tense, or by forward-looking words such as “may,” “will,” “expect,” “anticipate,” “believe,” “intend,” “estimate,” “continue,” and other
similar words and phrases. Examples of sections containing forward-looking statements include Part I, Item 1,
“Business” and Part II, Item 7, “Management’s Discussion and Analysis of Financial Condition and Results of Operations.”
These forward-looking statements are subject to risks, uncertainties, and assumptions that are difficult to predict.
Therefore, actual results may differ materially and adversely from those expressed in any forward-looking statements.
Readers are directed to risks and uncertainties identified in Part I, Item 1A, “Risk Factors” and elsewhere in this report
for factors that may cause actual results to be different than those expressed in these forward-looking statements.
Except as required by law, we undertake no obligation to revise or update publicly any forward-looking statements for
any reason.

Item 1. Business

General

In this Annual Report on Form 10-K, we refer to Smart Online, Inc. as “Smart Online,” the “Company,” “us,” “we,” and “our.”
Smart Online was incorporated in Delaware in August 1993 and became a public company through a self-registration
in February 2005. Smart Online’s common stock trades on the OTC Bulletin Board, or the OTCBB, under the symbol
“SOLN.”

We develop and market software products and services targeted to small businesses that are delivered via a
Software-as-a-Service, or SaaS, model. We also provide website consulting services, primarily in the e-commerce
retail industry. We reach small businesses primarily through arrangements with channel partners that private label our
software applications and market them to their customer bases through their corporate websites. We believe these
relationships provide a cost- and time-efficient way to market to a diverse and fragmented yet very sizeable
small-business sector. We also offer our products directly to end-user small businesses through our OneBiz® branded
website.

History

During the early stages of our development, we offered application-specific software using the “shrink-wrapped”
method of distribution of diskettes and CD-ROMs, primarily through large office supply retailers. In 2000, we
undertook a significant shift in our business strategy by moving away from the development and sale of
shrink-wrapped software products and began developing SaaS applications for sale over the Internet.

Unlike the shrink-wrapped distribution method that requires the end user to install, configure, and maintain hardware,
software, and network services internally to support the software applications, or the ASP model that permits access to
the software resident on a server by a user from one dedicated PC, our proprietary multi-tenant SaaS applications
allow small businesses to subscribe and access those applications via a browser from any PC on an as-needed basis,
with no installation or maintenance required by the end user.
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In October 2005, we acquired substantially all of the assets of Computility, Inc., or Computility, an Iowa-based,
privately held developer and distributor of sales force automation and customer relationship management, or
SFA/CRM, software applications. We operated this business under the name Smart CRM, Inc. (d/b/a Computility), or
Smart CRM. Upon our integration of Smart CRM’s SFA/CRM application into our OneBiz® platform, we determined
that the remaining operations of Smart CRM, specifically consulting and network management, were not integral to
our ongoing operations and business model. On September 29, 2006, we sold these non-integral Smart CRM assets to
Alliance Technologies, Inc., or Alliance, and reclassified Smart CRM as a discontinued operation.
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The Smart CRM assets sold to Alliance included the SFA/CRM software application developed and sold by Smart
CRM and its predecessor-in-interest, Computility. We retained all rights relating to the derivative SFA/CRM SaaS
application developed by us with Smart CRM and incorporated into our SaaS offerings.

In October 2005, we purchased all of the capital stock of iMart Incorporated, or iMart, a Michigan-based company
providing multi-channel e-commerce systems. Subsequently, we operated this business as our wholly owned
subsidiary, Smart Commerce, Inc., or Smart Commerce.

In 2007, we operated our company as two segments. The two segments were our core operations, or the Smart Online
segment, and the operations of our wholly owned subsidiary Smart Commerce, or the Smart Commerce segment. The
Smart Online segment generated revenues from the development and distribution of Internet-delivered SaaS
small-business applications through a variety of channels. The Smart Commerce segment generated revenues
primarily from subscriptions to our multi-channel e-commerce systems, including domain name registration and
e-mail solutions, e-commerce solutions, and website design, as well as website hosting and consulting services. We
included costs that were not allocated to specific segments, such as corporate general and administrative expenses and
share-based compensation expenses, in the Smart Online segment. During late 2007 and the first quarter of 2008, we
realigned certain production and development functions and eliminated redundant administrative functions and now
report the consolidated business as a single business segment.

In the second half of 2007, we commenced an overall evaluation of our business model as well as our current
technologies, the outcome of which was our decision to develop a core industry-standard platform for small business
with an architecture designed to integrate with a virtually unlimited number of other applications, services, and
existing infrastructures. These applications would include not only our own small-business applications, which we are
currently optimizing, but also other applications we expect to arise from collaborative partnerships with third-party
developers and service providers. In addition, we identified emerging-market opportunities in the small-business
segment to leverage social networking and community building. We are currently refining and integrating these
capabilities into the core platform to be readily available in a “plug-and-play” fashion to meet any anticipated customer
need or desire. We believe that this platform and associated applications will provide opportunities for new sources of
revenue, including an increase in our subscription fees. We also believe, because the platform is designed to follow
industry-standard protocol, that the customization efforts and associated timeline previously necessary to meet a
particular customer’s requirements will diminish significantly, allowing us to shorten the sale-to-revenue cycle. As we
near completion of the development of our industry-standard platform, we began shifting our focus from development
toward the sales and marketing of the new platform in the fourth quarter of 2008.

In light of our new operating strategy involving the industry-standard platform, the consolidation of all operations into
our North Carolina headquarters, and other factors including certain income tax advantages, we concluded in the latter
part of 2008 that it was no longer necessary to operate with the Smart Commerce and Smart CRM subsidiaries. As a
result, an upstream merger was completed as of December 31, 2008 that merged the subsidiaries with the parent
corporation.

Principal Products and Services

Our principal products and services include:

•  SaaS applications for business management, web marketing, and e-commerce;
•  Software business tools that assist customers in developing written content; and

•  Services that are designed to complement our product offerings and allow us to create custom business solutions
that fit our end users’ and channel partners’ needs.
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Our SaaS applications are designed to allow end users to access and work on information securely from any location
where an Internet browser can be accessed. These applications include:

e-Commerce – Our e-commerce applications are designed to give customers the capability to conduct transactions
online. These applications also include inventory query, shopping cart, financial transactions, shipping, domain name
registration and business-to-business communication for small businesses. We provide consulting services such as
website design and launch, among others, in connection with these applications. Our e-commerce offerings are
designed to help direct marketers increase sales, better leverage corporate resources, and deliver superior customer
service.

4
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SFA/CRM – Our SFA/CRM application allows end users to create standardized processes to define their sales
approach, create marketing plans, and monitor and guide sales activities. Users can utilize the customer service
management feature to create, monitor, and track service requests. In addition, users can display and present their
business data with built-in report templates designed to provide information on sales activity, pipeline activity,
revenue, and other relevant business data.

Business Dashboard – Our Business Dashboard application provides a snapshot of real-time business data in a single
view, allowing users to monitor key information about their company and employees. Examples of business
information that end users may view on the dashboard include a list of key documents for the user, daily events
scheduled, product shipments, and a list of new employees. The dashboard displays different information to each user
based upon his or her job function and access levels within the company.

Accounting – Our Accounting application is targeted for end users that want to create and maintain their accounting
records online in a secure fashion, but do not have the resources or desire to utilize traditional accounting applications
designed for larger businesses. The Accounting application enables a user to create invoices, record payments, print
checks, produce real-time financial statements and reports, as well as manage accounts receivable and payable.

Human Resource Center – Our Human Resource, or HR, Center application is designed to allow companies to manage
their daily human resources needs, including employee information, HR documents, performance reviews, and
compensation. The HR Center application also allows employers to manage the attendance records of each employee
by creating and assigning vacation, sick leave, civil leave, and leave under other policies to each employee. The
application allows an end-user manager to monitor and approve or decline time-off requests and automatically track
how much time each employee has available on a per-policy basis.

Calendar – Our Calendar application is a full-function, easy-to-use online calendar. The Calendar application features
daily, weekly, and monthly views, together with a mini calendar that allows the end user to quickly browse to any
date. Automated e-mail reminders can be scheduled, indicating notification of an upcoming event. In addition,
employees may collaborate with their colleagues by sharing their calendars and events. This application also includes
a to-do list to set up tasks, assign priorities and due dates, and mark tasks as complete.

Contacts – Our Contacts application is designed to provide users with an online business contact management system.
Contacts can be sorted by group or alphabetically and may be shared among colleagues. End users can add, edit, and
remove contact groups as needed, or they can use the default set of groups.

In addition to our SaaS applications, we offer a variety of online tools to assist users with business processes, such as
Business Plan Writer, Business Letters, Business and Legal Forms, Marketing Plan Writer, Job Description Writer,
Employee Policy Manual Writer, Government Forms, and Business Guides.

We also provide services that are designed to complement our product offerings and allow us to create custom
business solutions that fit our channel partners’ needs. These services include business consulting, graphic design,
website content syndication, specialized compensation calculations, inventory management, domain name
registration, personalized e-mail creation, express package tracking, business plan writing, e-commerce tax services,
e-mail marketing, web analytics, warehouse order fulfillment, and business and personal calculators.

Mode of Operations

Software-as-a-Service Model – We follow the SaaS model for delivering our products and services to end users. The
on-demand SaaS model developed using multi-tenant architecture enables end users to visit a website and use the
SaaS applications, all via a web browser, with no installation, no special information technology knowledge, and no
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maintenance. The SaaS application is transformed into a service that can be used anytime and anywhere by the end
user. Multi-tenant SaaS applications also permit us to add needed functionality to our applications in one location for
the benefit of all end users. This capability allows us to provide upgrades universally.
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Integration and Sharing – Our SaaS applications have the capability to allow sharing of information (with selectivity
and control options) among members of an organization. Each company that subscribes to our SaaS applications can
have multiple members or employees who share information with one another. Information entered by one employee
can be shared and modified by one or more other employees who have the appropriate access authority.

Target Market and Sales Channels

Our consistent focus has been to design software products and services to help start and run small businesses in a
more efficient and cost-effective manner. The small-business market is diverse and fragmented, yet very large and, we
believe, underserved. We have focused on offering a wide range of software products that combine simplicity and
affordability and that meet the needs of small businesses with capabilities that typically can be afforded only by much
larger companies. We believe the growth rate of small businesses using web-based applications will exceed the
growth rate of large enterprises. We follow a two-prong approach to target these small business and entrepreneurial
end users that access our software products and services via the Internet. The first is an indirect approach via
marketing partners that are vertical intermediaries in industries such as agriculture, finance, telecommunications,
direct selling, retail, and technology as channels to reach these small-business customers. The second is a direct
approach via a website we develop and maintain where our applications and business tools are marketed and sold via
monthly subscription under the OneBiz® brand.

Principal Customers

Currently, we consider three customers as our major customers, and the loss of any of these customers could have a
material adverse effect on our business.

Britt Worldwide, or BWW, is an entity that indirectly controls a significant number of independent business owners,
or IBOs, who currently subscribe to our services. The aggregate of the subscriptions from these IBOs represented
approximately 21% of our consolidated revenues for the year ended December 31, 2008. BWW became a customer
after we acquired iMart in October 2005 and represented 24% of our revenues in 2007. Although our revenue is
derived from the IBOs, BWW can influence the actions of the IBOs, so this revenue has been aggregated for purposes
of this Annual Report on Form 10-K.

URAssociation, or URA, is another entity that indirectly controls a significant number of IBOs who currently
subscribe to our services. The aggregate of the subscriptions from these IBOs represented approximately 28% of our
consolidated revenues for the year ended December 31, 2008. URA became a customer in 2007 and represented 11%
of our revenues in that year. Although our revenue is derived from the IBOs, URA can influence the actions of the
IBOs, so this revenue has been aggregated for purposes of this Annual Report on Form 10-K.

Vera Bradley Designs, Inc., or Vera Bradley, is a manufacturer of high quality handbags, luggage, and other
accessories. Vera Bradley accounted for approximately 28% of our consolidated revenues for the year ended
December 31, 2008. Vera Bradley became a customer in 2006 and represented 22% of our revenues in 2007.

Research and Development

In the second half of 2007, as part of a general restructuring, we began to conduct an evaluation of our technology,
platforms, and applications in an effort to document and improve upon our current product offerings and determine
which applications, if any, should be discontinued. During 2008, we decided to develop an industry-standard platform
that would allow significant technological flexibility with current and future customers. We devoted a substantial
amount of time and effort in 2008 to developing this platform, updating and migrating our business applications and
tools to the new platform, and enhancing the user interface of the products.
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Our research and development costs were approximately $3.0 million and $2.5 million in 2008 and 2007, respectively.
We have not engaged in any customer-sponsored research and development.
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Competition

The market for small-business software applications in both the traditional and SaaS environments is highly
competitive and subject to rapid changes in technology and delivery. The direct competition we face depends on the
software application within our platforms and the delivery model capabilities of our competitors.

We have two primary categories of competitors: large companies that offer a wide range of products for small- to
medium-size businesses, and companies that offer only one or two software products that compete with our broad
range of software products. Our principal direct competition is a number of very large vendors of SaaS applications
for small businesses that sell many products similar to ours. These competitors include, but are not limited to,
Microsoft, Oracle, NetSuite, Intuit, SAP, Sage, Yahoo!, and Google.

Companies that offer only one or two products that compete with our suite of SaaS applications include:

•  Accounting software applications: NetSuite, Intuit, SAP, Sage, Microsoft, and others
•  Human resource software applications: ADP, Sage, and others

•  SFA/CRM applications: Microsoft, Sage, salesforce.com, NetSuite, and others
•  e-Commerce solutions: Register.com, GoDaddy.com, 1and1 Internet, eBay’s Storefront, Yahoo! Store, Microsoft,

NetSuite, Intuit, and others

We also expect to face competition from new entrants marketing SaaS applications similar to ours to small businesses.

Although we believe we offer highly competitive services and software, many of our competitors do or may have
greater resources and a larger number of total customers for their products and services. In addition, a number of our
competitors already sell certain products to our current and potential customers, as well as to systems integrators and
other vendors and service providers. These competitors may be able to respond more quickly to new or emerging
technologies and changes in customer requirements, or to devote greater resources to the development, promotion, and
sale of their products, than we can. It is also possible that new competitors or alliances among competitors or other
third parties may emerge and rapidly acquire market share. Increased competition may result in price reductions,
reduced gross margins, and change in market share, any of which could adversely impact our revenue and profitability
targets and timetables.

On each competitive front, we seek to compete against these larger and better-financed companies primarily by
offering an extensive suite of SaaS applications that are useful to small businesses. We believe we offer more SaaS
applications and features specifically targeted to small businesses than most of our competitors. We also believe a
distinctive value proposition we offer is the integration of our applications. To meet our business objectives, we will
need to continue to develop high quality and competitively priced new applications for our SaaS offerings. If we are
unable to do so, our revenue and profitability targets and timetables could be adversely impacted.

To compete effectively in the SaaS market, we plan to leverage the marketing resources and small-business customer
relationships of our private-label marketing partners that sell our SaaS applications by offering innovative and
value-added products and services.

Intellectual Property

Our success depends, in part, upon our proprietary technology, processes, trade secrets, and other proprietary
information and our ability to protect this information from unauthorized disclosure and use. We rely on a
combination of copyright, trade secret, and trademark laws, confidentiality procedures, contractual provisions, and
other similar measures to protect our proprietary information. We do not own any issued patents or have any patent
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applications pending. Despite our efforts to protect our proprietary rights, unauthorized parties may attempt to copy or
design around certain aspects of our SaaS offerings or to obtain and use information that we regard as proprietary, and
third parties may attempt to develop similar technology independently. In addition, the laws of some foreign countries
do not protect our proprietary rights to the same extent as do the laws of the United States, and we expect that it will
become more difficult to monitor use of our products if we develop an international presence.
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We have registered copyrights, trademarks, and registered service marks on several products and data services. These
marks include, but are not limited to: Smart Online®, OneBiz®, Smart Attorney®, Smart Business Plan®, Smart
Marketing Plan®, iMartTM, and OneDomain®.

As part of our efforts to protect our proprietary information, we enter into license agreements with our customers and
nondisclosure agreements with certain of our employees, consultants, and corporate partners. These agreements
generally contain restrictions on disclosure, use, and transfer of our proprietary information for a period of three years.
We also employ various physical and technological security measures to protect our software source codes,
technology, and other proprietary information.

Employees

As of December 31, 2008, we had 38 full-time employees. No employees are known by us to be represented by a
collective bargaining agreement, and we have never experienced a strike or similar work stoppage.

Directors and Executive Officers of the Company

The members of our current Board of Directors are the following:

Doron Roethler
Chairman of the Board and Interim President and Chief Executive Officer; Managing Director of TMF
Airmarine BV, an independent aviation spare parts company

Shlomo Elia
Director of 3Pen Ltd., a private holding company focusing on business opportunities in Internet infrastructure
and telecommunications

Roberta B. Hardy
Managing partner of Silk Road Partners, LLC, a “Mentor Capital” firm providing guidance to early stage
companies and exit strategies for later stage companies; Chairman of A Million Dreams Across America, a
non-profit organization that provides intensive training for entrepreneurs; and Chairman of Atlantis Group,
LLC, an angel investment group

C. James Meese, Jr.
President of Business Development Associates, Inc., a strategic advisory firm that consults with middle market
companies on acquisitions, divestitures, valuations and corporate governance.

Dror Zoreff
President and CEO of Donor Management Services, Inc., a New York-based company that provides major
donors, corporations, and foundations a unique set of tools and services to ensure their charitable gifts are
properly used and achieve the desired impact

Our current executive officers are the following:

Doron Roethler
Interim President and Chief Executive Officer

Neile King
Chief Operating Officer and Vice President, Sales and Marketing
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Timothy Krist
Chief Financial Officer
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Available Information

Our corporate information is accessible through our main web portal at www.smartonline.com. We are not including
the information contained on our website as a part of, or incorporating it by reference into, this Annual Report on
Form 10-K. Although we endeavor to keep our website current and accurate, there can be no guarantees that the
information on our website is up to date or correct. We make available, free of charge, access to all reports filed with
the U.S. Securities and Exchange Commission, or SEC, including our Annual Reports on Form 10-K, our Quarterly
Reports on Form 10-Q, our Current Reports on Form 8-K, and amendments to these reports, filed or furnished
pursuant to Section 13(a) or 15(d) of the Exchange Act, as soon as reasonably practicable after we electronically file
such material with, or furnish it to, the SEC. These reports may be accessed by following the link under “About Us -
Investor Relations” on our website.

ITEM 1A. Risk Factors

We operate in a dynamic and rapidly changing business environment that involves substantial risk and uncertainty,
and these risks may change over time. The following discussion addresses some of the risks and uncertainties that
could cause, or contribute to causing, actual results to differ materially from expectations. In evaluating our business,
you should pay particular attention to the descriptions of risks and uncertainties described below. These risks and
uncertainties are not the only ones we face. Additional risks and uncertainties not presently known to us that we
currently deem immaterial, or that are similar to those faced by other companies in our industry or business in general,
may also affect our business. If any of the risks described below actually occur, our business, financial condition, or
results of operations could be materially and adversely affected.

Historically, we have operated at a loss, and we continue to do so.

We have had recurring losses from operations and continue to have negative cash flows. If we do not become cash
flow positive through additional financing or growth, we may have to cease operations and liquidate our business. Our
working capital, including our revolving line of credit with Paragon Commercial Bank, or Paragon, and convertible
note financing should fund our operations for the next 12 to 18 months. As of March 24, 2009, we have approximately
$200,000 available on our line of credit and approximately $9 million available through our convertible note
financing. Factors such as the commercial success of our existing services and products, the timing and success of any
new services and products, the progress of our research and development efforts, our results of operations, the status
of competitive services and products, the timing and success of potential strategic alliances or potential opportunities
to acquire technologies or assets, the charges filed against a former officer and a former employee by the SEC and the
United States Attorney General, and the pending shareholder class action lawsuit may require us to seek additional
funding sooner than we expect. If we fail to raise sufficient financing, we will not be able to implement our business
plan and may not be able to sustain our business.

In addition, our current primary credit facilities consisting of the Paragon line of credit and the convertible note
financing both have maturity dates in 2010. Should we be unable to repay the principal then due from operations or
from new or renegotiated capital funding sources, we may not be able to sustain our business. As of March 24, 2009,
we have approximately $2.27 million outstanding on our line of credit and $6.3 million aggregate principal amount of
convertible notes outstanding.

Our independent registered public accountants indicate that they have substantial doubts that we can continue as a
going concern. Our independent registered public accountants’ opinion may negatively affect our ability to raise
additional funds, among other things. If we fail to raise sufficient capital, we will not be able to implement our
business plan, we may have to liquidate our business, and you may lose your investment.
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Sherb & Co., LLP, our independent registered public accountants, has expressed substantial doubt in their report
included with this Annual Report on Form 10-K about our ability to continue as a going concern given our recurring
losses from operations and deficiencies in working capital and equity, which are described in the first risk factor
above. This opinion could materially limit our ability to raise additional funds by issuing new debt or equity securities
or otherwise. If we fail to raise sufficient capital, we will not be able to implement our business plan, we may have to
liquidate our business, and you may lose your investment. You should consider our independent registered public
accountants’ comments when determining if an investment in us is suitable.
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Current economic uncertainties in the global economy could adversely impact our growth, results of operations, and
our ability to forecast future business.

Since 2008, there has been a downturn in the global economy, slower economic activity, decreased consumer
confidence, reduced corporate profits and capital spending, adverse business conditions, and liquidity concerns. These
conditions make it difficult for our customers and us to accurately forecast and plan future business activities, and they
could cause our customers to slow or defer spending on our products and services, which would delay and lengthen
sales cycles, or change their willingness to enter into longer-term licensing and support arrangements with us.
Furthermore, during challenging economic times our customers may face issues gaining timely access to sufficient
credit, which could result in an impairment of their ability to make timely payments to us. If that were to occur, we
may be required to increase our allowance for doubtful accounts and our results would be negatively impacted.

We may also face difficulties in obtaining additional credit or renewing existing credit at favorable terms, or at all,
which could impact our ability to fund our operations or to meet debt repayment requirements as they come due.

We cannot predict the timing, strength, or duration of any economic slowdown or subsequent economic recovery. If
the downturn in the general economy or markets in which we operate persists or worsens from present levels, our
business, financial condition, and results of operations could be materially and adversely affected.

Our business is dependent upon the development and market acceptance of our applications.

Our future financial performance and revenue growth will depend, in part, upon the successful development,
integration, introduction, and customer acceptance of our software applications. Thereafter, other new products,
whether developed or acquired, and enhanced versions of our existing applications will be critically important to our
business. Our business could be harmed if we fail to deliver timely enhancements to our current and future solutions
that our customers desire. We also must continually modify and enhance our services and products to keep pace with
market demands regarding hardware and software platforms, database technology, information security, and electronic
commerce technical standards. Our business could be harmed if we fail to achieve the improved performance that
customers want with respect to our current and future product offerings. There can be no assurance that our products
will achieve widespread market penetration or that we will derive significant revenues from the sale or licensing of
our platforms or applications.

We have not yet demonstrated that we have a successful business model.

We have invested significantly in infrastructure, operations, and strategic relationships to support our SaaS delivery
model, which represents a significant departure from the delivery strategies that we and other software vendors have
traditionally employed. To maintain positive margins for our small-business services, our revenues will need to
continue to grow more rapidly than the cost of such revenues. We anticipate that our future financial performance and
revenue growth will depend, in large part, upon our Internet-based SaaS business model and the results of our sales
efforts to reach agreements with marketing partners with small-business customer bases, but this business model may
become ineffective due to forces beyond our control that we do not currently anticipate. Although we currently have
various agreements and continue to enter into new agreements, our success depends in part on the ultimate success of
our marketing partners and referral partners and their ability to market our products and services successfully. Our
partners are not obligated to provide potential customers to us and may have difficulty retaining customers within
certain markets that we serve. In addition, some of these third parties have entered, and may continue to enter, into
strategic relationships with our competitors. Further, many of our strategic partners have multiple strategic
relationships, and they may not regard us as significant for their businesses. Our strategic partners may terminate their
respective relationships with us, pursue other partnerships or relationships, or attempt to develop or acquire products
or services that compete with our products or services. Our strategic partners also may interfere with our ability to
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enter into other desirable strategic relationships. If we are unable to maintain our existing strategic relationships or
enter into additional strategic relationships, we will have to devote substantially more resources to the distribution,
sales, and marketing of our products and services.

10
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In addition, our end users currently do not sign long-term contracts. They have no obligation to renew their
subscriptions for our services after the expiration of their initial subscription period and, in fact, they have often
elected not to do so. Our end users also may renew for a lower-priced edition of our services or for fewer users. These
factors make it difficult to accurately predict customer renewal rates. Our customers’ renewal rates may decline or
fluctuate as a result of a number of factors, including when we begin charging for our services, their dissatisfaction
with our services, and their capability to continue their operations and spending levels. If our customers do not renew
their subscriptions for our services or we are not able to increase the number of subscribers, our revenue may decline
and our business will suffer.

Failure to comply with the provisions of our debt financing arrangements could have a material adverse effect on us.

Our revolving line of credit from Paragon is secured by an irrevocable standby letter of credit issued by HSBC Private
Bank (Suisse) SA, or HSBC, with Atlas Capital SA, or Atlas, as account party. Our secured subordinated convertible
notes are secured by a first priority lien on all of our unencumbered assets.

If an event of default occurs under our debt financing arrangements and remains uncured, then the lender could
foreclose on the assets securing the debt. If that were to occur, it would have a substantial adverse effect on our
business. In addition, making the principal and interest payments on these debt arrangements may drain our financial
resources or cause other material harm to our business.

If our security measures are breached and unauthorized access is obtained to our customers’ data or our data, our
service may be perceived as not being secure, customers may curtail or stop using our service, and we may incur
significant legal and financial exposure and liabilities.

Our service involves the storage and transmission of customers’ proprietary information. If our security measures are
breached as a result of third-party action, employee error, malfeasance or otherwise and, as a result, unauthorized
access is obtained to our customers’ data or our data, our reputation could be damaged, our business may suffer, and
we could incur significant liability. In addition, third parties may attempt to fraudulently induce employees or
customers to disclose sensitive information such as user names, passwords, or other information in order to gain
access to our customers’ data or our data, which could result in significant legal and financial exposure and a loss of
confidence in the security of our service that would harm o
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